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Safety Instructions

10.
11.

12.
13.

14.

15.

16.

Read these safety instructions carefully.
Keep this User Manual for later reference.

Disconnect this equipment from any AC outlet before cleaning. Use a damp
cloth. Do not use liquid or spray detergents for cleaning.

For plug-in equipment, the power outlet socket must be located near the equip-
ment and must be easily accessible.

Keep this equipment away from humidity.

Put this equipment on a reliable surface during installation. Dropping it or letting
it fall may cause damage.

The openings on the enclosure are for air convection. Protect the equipment
from overheating. DO NOT COVER THE OPENINGS.

Make sure the voltage of the power source is correct before connecting the
equipment to the power outlet.

Position the power cord so that people cannot step on it. Do not place anything
over the power cord.

All cautions and warnings on the equipment should be noted.

If the equipment is not used for a long time, disconnect it from the power source
to avoid damage by transient overvoltage.

Never pour any liquid into an opening. This may cause fire or electrical shock.

Never open the equipment. For safety reasons, the equipment should be

opened only by qualified service personnel.

If one of the following situations arises, get the equipment checked by service

personnel:

B The power cord or plug is damaged.

B Liquid has penetrated into the equipment.

B The equipment has been exposed to moisture.

B The equipment does not work well, or you cannot get it to work according to
the user's manual.

B The equipment has been dropped and damaged.

B The equipment has obvious signs of breakage.

DO NOT LEAVE THIS EQUIPMENT IN AN ENVIRONMENT WHERE THE

STORAGE TEMPERATURE MAY GO BELOW -40° C (-40° F) OR ABOVE 85°

C (185° F). THIS COULD DAMAGE THE EQUIPMENT. THE EQUIPMENT

SHOULD BE IN A CONTROLLED ENVIRONMENT.

CAUTION: THERE IS DANGER OF EXPLOSION IF BATTERY IS INCOR-

RECTLY REPLACED. REPLACE ONLY WITH THE SAME OR EQUIVALENT

TYPE RECOMMENDED BY THE MANUFACTURER, DISCARD USED BAT-
TERIES ACCORDING TO THE MANUFACTURER'S INSTRUCTIONS.

The sound pressure level at the operator's position according to IEC 704-1:1982 is
no more than 70 dB (A).

DISCLAIMER: This set of instructions is given according to IEC 704-1. Advantech
disclaims all responsibility for the accuracy of any statements contained herein.
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Chapter 1

General Introduction




1.1 Introduction

Advantech Wireless loT Gateway, WISE-3310, is powered by Freescale ARM® Cor-
tex™-A9 i.MX6 Dual 1 GHz high performance processor. With high-reliability wireless
mesh network solution and remote management, WISE-3310 creates a cost-effective
open platform for easy integration and development in different M2M/loT applica-
tions. Connect with Advantech Wireless IoT nodes, by Smartmesh IP protocol for
applications in wireless sensor networks where seamless internet protocol (IP) is val-
ued. Also, WISE-3310 supportS SUSIAccess for an loT PaaS Solution; it allows
users to easily remote control and manage their devices through WISE CLOUD.

1.2 Product Features

1.2.1 Key Features

B Freescale ARM® Cortex™-A9 i.MX6 Dual 1 GHz high performance processor
Onboard DDR3 1 GB memory and 4 GB flash capability

Linear Tech Dust WSN IP Smartmesh solution

Complaint with IPv6, 6LowPAN Internet Protocol and IEEE802.15.4e standard
Supports wallmount, VESA mount for flexible mounting methods

1.2.2 Key Specification

Kernel: Linux V3.0.35

System Memory: Onboard 1GB DDR3 memory
Flash: Onboard 4 GB e.MMC flash

COM Port: 1 x RS232 Port (2 wires)

LED: 2 LED for WSN network power status

SD slot: 1 x SD Slot

Power input: 12V DC

Power reset: 1 x reset button for system reboot
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1.3 Mechanical Specification

1.3.1 Dimensions:
B 205x126 x 31 mm (L x W x H) with the metal plate
B 180 x114 x 31 mm without metal plate
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1.4 Power Requirement

B System Power: DC 12V
B RTC Battery: 3 V/210 mAh

1.5 Environment Specifications

B Operating Temperature: 0 ~40° C (32 ~104° F)

B Relative Humidity: 95% @ 40° C (non-condensing)

B Storage Temperature: -20 ~60° C (-4 ~ 104° F)

B Vibration Loading During Operation: 1 Gms, IEC 60068-2-64, random, 5 ~
500 Hz, 1 Oct/min, 1 hr/axis.

EMC: CE, FCC Class B
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Chapter 2

Hardware
Functionality




2.1 Introduction

The following sections show the external connectors and pin assignments for appli-
cations.

2.2 WISE-3310 I/O Indication

DCIN COM Port LAN. WiN1

Spare Antenne hols SWITCH. RESET. WiEN 2 Spare Antenne hols

Figure 2.1 WISE-3310 front view

W5N ShA Antenna Connectoa W5N SMA Anterning Conne ctor

Figure 2.2 WISE-3310 Back view

2.3 WISE-3310 Antenna Connectors

2.3.1 Spare Antenna Hole
The WISE-3310 provides 2 spare antenna holes for standard SMA connectors.
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2.3.2

2.3.3

2.3.4

Power Input Connector
The WISE-3310 comes with a DC-jack header for 12V DC external power input.

Power Switch
The WISE-3310 has a power switch on the front side.

COM Connector

The WISE-3310 provides one D-sub 9-pin connector serial communication interface
port. The port can support RS-232 mode communication.

Table 2.1: COM Connector Pin Assignment

Pin Description Pin Description
1 N/C 2 UART1_RXD
3 UART1_TXD 4 N/C

5 GND 6 N/C

7 N/C 8 N/C

9 N/C
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2.3.5 Reset Button

The WISE-3310 has a reset button on the front side. Press this button to activate the
hardware reset function.

2.3.6 Ethernet Connector (LAN)

The WISE-3310 provides one RJ45 LAN interface connector, it is fully compliant with
IEEE 802.3u 10/100/1000 Base-T CSMA/CD standards. The Ethernet port provides
standard RJ-45 connector with LED indicators on the front side to show Active/Link
status.

Table 2.2: LAN Connector Pin Assignment

Pin Description Pin Description

1 TX+(10/100),BI_DA+(GHz) 5 BI_DC-(GHz)

2 TX-(10/100),BI_DA-(GHz) 6 RX-(10/100),B1_DB-(GHz)
3 RX+(10/100),Bl_DB+(GHz) 7 Bl_DD+(GHz)

4 BI_DC+(GHz) 8 BI_DD-(GHz)
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2.3.7 SD Connector
The WISE-3310 provides an SD slot. Users can insert an SD card easily.

Table 2.3: SD Connector Pin Assignment

Pin  Description Pin Description
1 SD2 DATA3 2 SD2 CMD
3 GND 4 +V3.3

5 SD2 CLK 6 GND

7 SD2_DATAO 8 SD2_DATA1
9 SD2 DATA2 10 SD2 _CD#
11 GND 12 SD2_WP

2.4 WISE-3310 Hardware Installation

2.4.1 SD Card Installation

1. Switch off the Power switch.
2. Insert SD Card directly into the WISE-3310 SD slot, as Figure 2.3.

Figure 2.3 WISE-3310 SD Card Installation

9 WISE-3310 User Manual




2.4.2 Mounting Assembly Method
You can fix WISE-3310 to a wall by using wall mounting kit, as Figure 2.4.

Figure 2.4 Flexible wall mounting

2.5 Test Tools

All test tools must be verified on WISE-3310, please prepare required test fixtures
before verifying each specified I/O. If you have any problems getting test fixtures,
please contact Advantech for help.

2.5.1 SD Test

1. When booting from eMMC, you should see only the directories below:

#1s /dev/mmcblk*
/dev/mmcblk0 /dev/mmcblkObootO /dev/mmcblkObootl /dev/ mmcblkOpl

2. Insert SD card to SD card slot (SD1) and check your device again. You should
be able to see more directories. /dev/mmcblk1 is the SD card storage.

#1s /dev/mmcblk*
/dev/mmcblk0 /dev/mmcblkObootl /dev/mmcblkl /dev/mmcblklp2
/dev/mmcblkOboot0 /dev/mmcblkOpl /dev/mmcblklpl

3. Create a file and copy to SD.

#echo 123456789ABCDEF > test.txt

#dd 1f=./test.txt of=/dev/mmcblkl bs=1024 count=1
seek=25118

0+1 records in

0+1 records out

16 bytes (16 B) copied, 0.000109331 s, 146 kB/s
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2.5.2

2.5.3

4. Check if the file was created successfully.

#hexdump -C /dev/mmcblkl -s 25720832 -s 32

01887800 31 32 33 34 35 36 37 38 39 41 42 43 44 45 46 Oa
| 123456789ABCDEF. |

01887810 1d 4f e2 19 d3 05 8b df ab 4a 40 5a c5 23 3c 2

Note!  Please make sure that parameter “seek” is equal to 25118 as indicated
=N in the above codes. If you create the file to a wrong sector, that may
=l  damage the system.

Mini PCle (Wi-Fi) Test

The command used to test Wi-Fi module is as follows, the supported module P/N is
EWM-W142H01E.

#ifconfig wlan0O up

#iwlist wlanO scanning

#wpa_passphrase “Wifi name” password > /tmp/wpa.conf
#wpa_supplicant —Bdwext —iwlan0 —c/tmp/wpa.conf

#dhclient wlanO

LAN Test
WISE-3310 sets DHCP as default network protocol.

#ifconfig

ethO Link encap:Ethernet HWaddr 00:04:9F:01:30:EO
inet addr:172.17.21.96 Bcast:172.17.21.255
Mask:255.255.254.0

UP BROADCAST RUNNING MULTICAST MTU:1500
Metric:1

RX packets:129 errors:0 dropped:18 overruns:0
frame:0

TX packets:2 errors:0 dropped:0 overruns:0
carrier:0

collisions:0 txqueuelen:1000

RX bytes:15016 (14.6 KiB) TX bytes:656 (656.0 B)
lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0
frame:0

TX packets:0 errors:0 dropped:0 overruns:0
carrier:0

collisions:0 txqueuelen:O

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
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If you would like to config IP manually, please use the command below:
#ifconfig ethO XXX.XXX.XXX.XXX up

Here is a real case for your reference.The host’s (WISE-3310) IP is 172.17.21.97; the
target (a desktop computer) IP is 172.17.20.192.

#ifconfig ethO 172.17.21.97 up

#ifconfig ethO

ethO Link encap:Ethernet HWaddr 00:04:9F:01:30:EO
inet addr:172.17.21.97 Bcast:172.17.255.255
Mask:255.255.0.0

UP BROADCAST RUNNING MULTICAST MTU:1500
Metric:1

RX packets:2851 errors:0 dropped:271 overruns:0
frame:0

TX packets:30 errors:0 dropped:0 overruns:0
carrier:0

collisions:0 txqueuelen:1000

RX bytes:291407 (284.5 KiB) TX bytes:2000 (1.9
KiB)

The target computer (Client) IP address is 172.17.20.192, so we can use the below
command to see if we can get any response from the client.

#ping 172.17.20.192

PING 172.17.20.192 (172.17.20.192): 56 data bytes

64 bytes from 172.17.20.192: seqg=0 ttl=128 time=7.417 ms
64 bytes from 172.17.20.192: seg=1 ttl=128 time=0.203 ms
64 bytes from 172.17.20.192: seg=2 ttl=128 time=0.300 ms
-—- 172.17.20.192 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip minZavg/max = 0.203/2.640/7.417 ms

254 RS232 Test
RS232 port is debug console for WISE-3310.
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3

Building a WSN
Network



This chapter will show you how to configure WISE-3310 by using the web-based con-
figuration interface.

3.1 Default Setting

Please use your Ethernet port to connect to WISE-3310.

IP Address 192.168.0.1

User Name/ Password admin/admin

Network ID WSN1/ WSN2 2001/2002

Join Key JOINADVANTECHIOT

3.2 Login

1. Open a web browser (Chrome is suggested) and enter the IP Address.
http://192.168.0.1

— =5
- : g k|
&3 Login to Webmin » N

| &« C [4192.168.0.1/

Note! If you have changed the default LAN IP Address of this device, ensure
I—I_\ you enter the correct IP Address.

2. The default username and password are both admin. Once you have entered
the correct username and password, click the Login button to open the web-
base configuration page.

Logout successful. Use the form below to login again.

Login 1o Webmin

You must enler a usemame and password to login to the Webmin
! !
Serveron 192,168.0.1

Username |gdmin
Password .

Remember login permanently?

Login| Clear
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3.3

3.3.1

3.3.2

3.3.21

3. If successful, you will be logged in and see the following page.

PNV XV R Z0 W Fnabling an Intelligent Planct

System hostname imxGgwise331l
Operating system Poky (Yocto Project Reference Distro) 1.5.3
Webmin version 1620+Advantech_patch
Time on system Tue Jul 28 03:24:55 2015
Kernel and CPU Linux 3.10.17-advantech_wise3310_V3.420 _svn1327 on armvT
System uptime 0 hours, 20 minutes
Running processas 82
CPU load averages 0.01 (1 min) 0.04 (5 mins) 0.05 (15 mins)
CPU usage 0% user, 0% kemel, 0% 10, 100% idle

Real memory 1002.01 MB total. 159 38 MB used
—_—

Local disk space 525 GB total, 1.47 GB used
_

Web Setting Functions
The main functions of WISE-3310 web setting will be introduced in this section.

Webmin

Under Webmin, you can change Username and Password on Webmin Users page.

Webmin user access rights

Username | zdmin
Password | Don't change *

?ave

& Return to user list

System

The System section contains the following items: Back to Factory Default, Bootup
and Shutdown, Firmware Update and Running Process.

Back to Factory Default

Click on Back to Advantech factory default, to revert the values of all web settings will
be back to original setting.

Back to Advantech factory default| CHCk on this button ta back to factory defaull. (usemame/password, network, fimezane, WISEWSHN)
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3.3.2.2 Bootup and Shutdown
In this page, all actions running in the system appearing in the table.

3.3.2.3

Stan

Action

apmd
avahi-daemon
CONMman
crond

dbus-1
dustlink
neard
nisserver
ntpd

ofono
oprofileui-sanver
re.local
rpebind
sarialmux
sshd

icl-agent

xinetd

Stop |Restan

Reboot System

Table 3.1: Bootup and Shutdown

Boot system | SysV init

Description
Advanced Power Management doemon
Zeroconf daemon for configuring your network

cron is a standard LUNIX program that runs user-specified

D-Bus is a simple interprocess messaging system, used

neard is 8 daemon used to enable NFC features
MNFS is a popular protocol for file sharing across

Run fetefre local if it exist
rpchind is a server that convents RPC (Remote

Target Communication Framework agent

Start On Boot. | Disable On Boot Start Mow and On Boot| | Disable Now and On Boot

Click on this button to immediately rebool the system. All currently logged in users will be

Start Start immediately

Stop Stop immediately

Restart Restart immediately

Start On Boot Start when device on boot

Disable On Boot

Disable when device on boot

Start Now and On Boot

Start immediately and start when device on boot

Disable Now and On Boot

Disable immediately and disable when device on boot

Reboot System

Click on this button to immediately reboot the system. All cur-

rently logged in users will be disconnected and all services

will be re-started.

Firmware Update

Please download the most updated Firmware version from Advantech Website and
upload the image into SD card. After plugging the SD card into SD card slot, Firm-

ware update process can be started.
Click browse icon to view image file in the SD card.

Firmware Update
Please select firmware image to Update

Update

WISE-3310 User Manual
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Double click “mmcb1p1” folder.

ra Choosa File_ - Google Chrome

[4 192.168.0.1/chooser.cgi?add =08&type=08&chroot

Directory of /
& mmeblk1pl 16 kB  81/3an/1970 20:00

Select the file with “emmc.img.gz”.

[ %4 Choose File.. - Google Chrome ESE
(3 192.168.0.1/chooser.cgi?add=08&type=08&chrc fa

Directory of immcblkipi/

.. 4kB 27/Jul/2015 02:59
_J 3310LIV3420_DualQuad_2015 50053
07-25_emmc.img.gz MB

3310LV3420_DualQuad_2015- 78 '
J 0725 swiicinig gz nidS bytes 27/Jul/2015 89:29

25/Jul /2015 89:59

|0k immcblk1p1

Click update icon to start firmware update. The firmware update process may take
around 5~10 minutes; please don’t turn off the power or press the reset button. After
the process completes, please type the default IP address to return to login page.

Firmware Update
Please select firmware image to Update

Update

L3
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Please note, after firmware upgrade, the system will restore its default setting, the IP
address will return to 192.168.0.1.

Note!  The device is unavailable during the upgrade process. Any connections
I—I- to or through the device will be lost.

3.3.2.4 Running Process

This page shows all running processes on your system, with child processes
indented and displayed below their parent. For each process the PID, owner and
command are displayed. Please click Help to get more information.

Display : PID | User | Memory | CPU | Search | Run

1D Crwner Staned Command
1 root 03:04 init 5]
163 real 03:04 Mib'udev/udevd -d
824 rook 03:.06 lib'udeviudevd -d
827 oot 03:06 fin‘udev/udevd -d
589 ook 03:05 fusr’shin/mpcbind
B06 messagebus 3:05 lusribin/dbus-daemon —system
609 roob 03.05 fustisbin/connmand
B26 roat 03:05 usrfsbin/sshd
632 oot 03:05 usr/sbin'wpa_supplicant -u
B33 real 03:05 usrisbinfapmd -P letc/apm/apmd_proxy --proxy-timeout 30
647 ool 03:05 ustibin'ntpd -p fvarfrunfnip. pid -g
650 oot 03:05 lustbin/nipd -p fvarfunfnip.pid -g
652 oot 03:05 Isbin/syslogd -n -0 /varflog/messages
655 oot 03:.05 Isbin/klogd -n
B63 ot 03:05 usr'sbin/zinetd -pidfile fvarun/xinetd pid -stayalive
670 avahi 03:05 avahi-daeman: running [imxGqwise3310. local]
671 avahi 03:05 avahi-dasmon: chroot helper

3.3.3 Networking

The Networking section contains the following options: Network Configuration and
WISE WSN Setting.

3.3.3.1 Network Configuration

On this page, you can set Network Interface, Routing Gateways, Hostname and
DNS Client based on your networking environment.

= gl
& ©
MNatwark Imlerfaces Routing and Galevways Haostnarmie and DNS Clisnt

3.3.3.2 WISE WSN Setting

There are 2 WSN networks available to be set up in WISE-3310. Each network has
its default Network ID and JoinKey, both of the settings can be changed on this page.

WISE-3310 User Manual 18



Network1
Network 1D 2001

JoinKey [JOINADVANTECHIOT
Network?
Network 1D 2002

JoinKey |[JOINADVANTECHIOT
|Save WSN currfigHSa\re&Exchange WSN cunfig|

Network Statistics
|Neh|mrk 1 Statisticsll\lehmrk 2 Statistic5|

Table 3.2: WISE WSN Setting

Network ID The network identifier is the identifier of your network. It is set to
2001/2002 by default.

The Joinkey is the password to join the network. It is set to JOIN-
ADVANTECHIOT by default.

Save WSN config/ Click Save WSN config to apply the new settings to gateway/ Click
Save&Exchange WSN Save&Exchange WSN config to apply new settings to both gate-
config way and nodes.

JoinKey

Click Network Statistic to see nodes status and WSN network

Network Statistic health report.

3.3.3.3 Network Statistic
In Network Statistic page, nodes status and network health can be monitored in the

table.
NetRefliabllity 100 %
NeatP athStability 85 %
Natlatency 1000 (msec)
MAC address MotelD State Routing Reliability (%) Latency (msec)
00-17-04-00-00-58-2c-2b 1 OPER YES 100 10
00-17-04-00-00-60-63-8b 2 OPER YES 100 140
00-17-04-00-00-58-29-T8 3 OPER YES 100 1420
00-17-04-00-00-30-60-05 4 OPER YES 100 210
00-17-06-00-00-50-64-c 8 5 QPER YES 100 230
00-17-0d-00-00-60-52-4c b OPER YES 100 200
00-17-04-00-00-60-63-85 T OPER YES 100 3o
00-17-04-00-00-60-63-24 8 OPER YES 100 750
00-17-04-00-00-50-64-1b g OPER YES 100 BED
00-17-0d-00-00-60-54-81 10 OPER YES 100 21
00-17-0¢-00-00-50-64-9b 1 OPER YES 100 1830
00-17-0d-00-00-58-32-15 12 OPER YES 100 1820
00-17-04-00-00-58-2d-54 13 OPER YES 100 1680
00-17-04-00-00-30-08-92 14 OPER YES 100 1250
00-17-04-00-00-50-22-47 15 OPER YES 100 820
00-17-04-00-00-60-61-13 16 OPER YES 100 1280
00-17-0¢-00-00-30-53-62 17 OPER YES 100 1450
00-17-04-00-00-30-08-96 18 OPER YES 100 710
00-17-04-00-00-60-53-47 19 OPER YES 100 330
00-17-0d-00-00-60-64-01 20 OPER YES 100 B50
00-17-04-00-00-60-62-¢3 2 OPER YES 100 150
00-17-0¢-00-00-30-50-dc 2 OPER YES 100 3460
00-17-06-00-00-30-4c-20 23 OPER YES 100 1180
00-17-04-00-00-30-55-19 24 OPER YES 100 1210
00-17-04-00-D0-50-53-1a 25 QOPER YES 100 1550
00-17-04-00-00-60-64-1d 2% OPER YES 100 1060
00-17-04-00-.00-50-63-da 27 OPER YES 100 200
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3.34.1
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Table 3.3: WSN Network Statistic

Net Reliability Network reliability as a percentage

Net Path Stability Path stability as a percentage

Net Latency Average latency, in milliseconds

Table 3.4: WSN Network Statistic

MAC address MAC address (EUI-64) of the note.
Short address assigned to this note by the manager, MotelD 1 is

Mote ID always the AP
“Lost” = Note is not currently part of the network.
State “Negotiating” = Note is in the process of joining the network.
“Operational” = Note is operational.
Routin Enable routing function = Yes
9 Disable routing function = No
Reliability Network reliability as a percentage

Latency (msec) Average latency, in milliseconds

Hardware

System Time
1. Set Time

This form is for changing the system's current time, which is used by all running pro-
cesses. On operating systems that have a separate hardware clock, it can be used to
set that too.

Settirie Change Smsfons  Thes Lacrel Wyne
Thid Rairm 15 fsr changing B dyilem's cusenl ims which i used by ol iunsing proteiies On cperssng 4y atema Thil haws § ieparsts hardears clack 8 can be uned 16 5ol that te
Syutemn Time
Dhte |28 * Bloath |y . Yoar 2015 *
Hour 06 * Minuts 45 » Sacand 50 *
Apply | Sl Syl Hme sc0oning 1o hardeans L
Hardhwsin Tlme :
Dwim 28 v syl | Jusdy T Yaar 2005 +
Hsur 06 - Minits | 45 » Second 50 v

Sl haedware ime scconding 1o 5y 31em Bme

2. Change time zone
This form allows you to set the system's default time zone, which is used to convert
the system time to a human-readable format and offset.

Seltime  Chanpe limerone  Time sarver sync
Thés form allows you 1o set the system's defaull time zone, which s used 1o convedt the sysiem lime to 8 human-readaile Tormat and offset

Time Zone
Change imezons 1o :Hmugrr,_a_l
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3. Time server sync

This form is for configuring the system to automatically synchronize the time with a
remote server. Synchronization will be done using the UNIX time protocol or NTP,
depending on which commands are installed and what the remote system supports.

—g e w o=

Settime  Change timezone  Time server sync
This form is for configuing the system to automatically synchronize the time with a remote server. Synchronlzation will be done using the
comrmiands ané installed and what the remole system Suppors

Time Senver

Timeserver hostnames or addresses
¥ Set hardware time foo

Sync and Apply
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Chapter 4

Basic COM Port
Settings



4.1 Introduction

This guide describes some basic commands that you can send to a SmartMesh IP
Manager by logging on to its Command Line Interface (CLI). The CLI is available by
connecting a serial terminal program to the Manager. The CLI is intended for human
interaction with a manger, e.g., during development, or for interactive troubleshoot-
ing. Most commands are atomic — a command and its arguments are typed into the
CLI, and a response is returned. For example, the help command returns a list of
possible commands. Traces are not atomic - once started, they generate output
asynchronously until canceled.

Note!  Chapter 4 was abstracted from “SmartMesh_IP_Manager_CLI_Guide”.
- If you need more CLI information, Please refer to
rg_ SmartMesh_IP_Manager_CLI_Guide” which can be downloaded from
Linear Technology website.

41.1 CLI Access

There are two dedicated serial ports on the SmartMesh IP manager: one is for API
communication with an external application, and the other is dedicated to this com-
mand line interface. You can log on to the CLI from any serial terminal program (such
as HyperTerminal or Tera Term):

Serial 0 — If connecting to an evaluation board integrated with an FTDI serial-to-usb
interface, the CLI will be found on the 3rd COM port mapped onto your system.

The following are the steps to log on to CLI using minicom:

Establish a console connection to WISE-3310.

freescale login: root

root@freescale -$ minicom —s

In configuration menu, select “serial port setup” and press Enter

A—dev/ttyUSB2; E—~9600 8N1; F—No
(dev/ttyUSB2 WSN1, dev/ttyUSB3_ WSN2)

6. Select Exit to leave.

ok wbd=

£} COM12 - PuTTY o)
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4.1.2

4.1.3

4.2

4.2.1

There are two sets of privileges on this system, namely user and viewer. The user
privilege allows for system settings to be set and the viewer privilege only allows the
viewing of manager and network information.

For example, to login to the manager CLI from the terminal program, enter either of
the following usernames and passwords:

login viewer
login user

To logout of the Manager CLI:

‘Iogout

Managing user and viewer Passwords

The default passwords should be changed with the following commands (after log-
ging in with "user" privileges):

set config pwdviewer <newpassword>
set config pwduser <newpassword>

Mote Commands

Commands beginning with an 'm' such as mtrace or minfo are specific to the Access
Point "mote" and are described in the WISE-3310_User_Manual documentation.

Commands

This manual describes the CLI commands available in the SmartMesh IP manager.
The CLI is case-insensitive. In most cases

a command will be recognized by the shortest unambiguous string, so the following
are all equivalent:

> trace rawio_enc on
> trace rawio on
> trace raw on

Login
Description

The CLI interface requires a login, and the password entered determines the privi-
lege used for the session. The default passwords match the two privilege levels:
viewer and user. The viewer cannot make any configuration changes to the manager.
The user has access to all commands. The login command can be used repeatedly
without logging out to switch between privilege levels. Passwords for the two privi-
lege levels can be changed using the set config command.

Syntax

‘Iogin [<user>:] <password>
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Parameters

Parameter Description

user viewer or user

password for the privilege level.

default passwords as shipped are "user" for user and "viewer" for
viewer

Note: passwords can be changed with the set config command

password

Example

login user: me$h
login me$h

4.2.2 Logout

Description
Logout from the current CLI session.

Syntax

‘ Logout

Example

‘ Logout

4.2.3 Reset

Description

Reset a specified entity in the network: either a mote or the manager. This command
requires user privilege.

Syntax

reset <entity>

Parameters
Parameter Description
B When called with "system", resets the manager and by exten-
. sion the entire network.
entity

] When called with "mote", mote can be referenced by Mote ID
or MAC address.
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Example

reset mote 2
reset system

4.2.4 Show Config & Show Curconfig

> show config
netid = 302
txpower = 8
frprofile = 1
maxmotes = 33
basebw = 9000

dnfr_mult =1
numparents = 2
cca=0

channellist = 00:00:7f:ff
autostart = 1

locmode =0

bbmode =0

bbsize =1

license = 00:00:00:00:00:00:00:00:00:00:00:00:00

ip6prefix = fe:80:00:00:00:00:00:00:00:00:00:00:00:00:00:00
ip6mask = ff:ff:ff:ff:ff:ff:ff:ff:00:00:00:00:00:00:00:00

radiotest = 0

bwmult = 300

onechannel = 255

Both of these commands return the same data structure. The show config command
will display the persistent parameters, i.e., the ones used after the next boot. The
show curconfig command displays the current parameters being used.
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4.2.5

Show Mote

> show mote 2

Mote #2, mac: 00-17-0D-00-00-38-16-6B

State: Oper, Hops: 1.1, Uptime: 0-00:30:39, Age: 1
Regular. Route/TplgRoute.

Power Cost: Max 65534, FullTx 110, FullRx 65
Capacity links: 200, neighbours 31

Number of neighbors (parents, descendants): 8 (2, 15)
Bandwidth total / mote exist (requested): 90 / 954 (987)
Links total / mote exist (requested): 64.0 / 6.0 (5.8)
Link Utilization : 1.0

Number of total TX links (exist / extra): 64 / 0
Number of links : 130

Compressed : 5

Upstream tx/rx : 122 (64/58) (Rx10=58.0)
Downstream rx : 3

Neighbors:

->#1Q: 71% RSSI: -59/0

->#7 Q: 55% RSSI: -55/-49

<-#9 Q: 97% RSSI: -39/-40

<- #15 Q: 94% RSSI: -37/-39

<-#17 Q: 87% RSSI: -40/-43

<-#18 Q: 91% RSSI: -44/-44

<- #20 Q: 29% RSSI: -76/-74

<-#24 Q: 29% RSSI: -76/-75

Description of fields:
B Mote: Short address of mote
B mac: EUI-64 of mote

B  State: Manager-assigned current state for the mote, one of Idle, Negot1-2,
Conn1-5, Oper, or Lost

B Hops: The average number of hops taken by this mote's upstream packets, as

measured by the TTL when received at the AP
B Uptime: Time since the mote's most recent state change

Age: Time, in seconds, since the manager received the most recent upstream

packet from this mote

Low Power (maxStCurrent less than needed for routing)
Route type reported by the mote: Route, No-route (from routingMode param)
Route type as assigned by the manager: TplgRoute, TplgNo-Route

Power Cost: powerSrcinfo parameters reported by mote during joining

parentheses is # parents, second entry in parentheses is descendants. From
this # children = # nbrs - # parentsmac: EUI-64 of mote

B Bandwidth (ms/packet): the bandwidth section is devoted to upstream traffic and
upstream links only; the total shows the combination of mote-local and descen-

dant traffic; the mote exist value shows the bandwidth that the mote itself is

responsible for; the requested value in parentheses shows the bandwidth that
the mote asked for through service requests. Lower values here represent more

bandwidth. In general, the mote exist value will be slightly less than the

requested value since there is some roundoff as the manager cannot add frac-

tional links.
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4.2.6

Links (links/superframe): the total shows the combination of links added to sup-
port mote-local and descendant traffic; the mote exist value shows the number
of links added specifically for this mote's service requests; the requested value
in parentheses shows a floating point number of links that could support the traf-
fic, so the mote exist value is the requested value rounded up to the nearest
integer.

Link Utilization: a number between 0 and 1 representing how close to the provi-
sioning limit the manager thinks the mote is. For example, if the manager
expects the mote to send 1 pkt/s, the provisioning is 3x, and the mote has 10
link/s upstream, the utilization would be 1*3/10 = 0.3. This value is used to scale
traffic requirements to the mote's parent to keep link numbers down in low-traffic
networks.

Number of total TX links: the exist value shows how many upstream links are
currently assigned, and the extra value shows how many will be deleted during
the next optimization cycle Number of links: Total links across all slotframes, not
just the upstream links; also this is the sum of the next three rows
Compressed: Number of compressed links, which are used for advertising, join
listen, and discovery; these are assigned during the mote's join and never
changed, so the manager saves memory by storing them in a compressed for-
mat

Upstream: Total, (# Tx / # Rx as an integer), (# Rx needed, not rounded up)
Downstream: # Rx links from parents; note that 1-hop motes may have two
downstream Rx links from the AP, one broadcast and one multicast

Neighbors: relationship (-> to parent, <- to child, — discovered), neighbor's mote
ID, path quality (30% or 74% until path stability is measured), RSSI as mea-
sured by this mote, RSSI as measured by the neighbor mote

Note that "routing type" can be set either on the mote or on the manager. If either the
mote or the manager declares a mote to be non-routing, then the mote will not be
assigned children or advertisement links.

Show Stat

> show stat
Manager Statistics
established connections: 1
dropped connections: 0

transmit OK: 0

transmit error: 0

transmit repeat: 0

receive OK: 0

receive error: 0

acknowledge delay avrg: 0 msec
acknowledge delay max: 0 msec
Network Statistics
reliability: 100% (Arrived/Lost: 7217/0)
stability: 99% (Transmit/Fails: 14304/204)
latency: 200 msec

Motes Statistics
Mote Received Lost Reliability Latency Hops
#2 257 0 100% 580 1.3

#3249 0 100% 450 1.0

#4 6463 0 100% 250 2.4

#5248 0 100% 150 1.2
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4.2.7

This command displays the mote and network statistics. The counters here are incre-
mented or averaged over the lifetime of the network, or since they have actively been
cleared using an exec clearStat CLI command or a clearStatistics APl command.

In this example, mote 4 is generating data much more often than the other motes. It
is also at 2.4 hops, so all its packets are being forwarded through other motes. Mote
3 is at 1.0 hops, so all its packets are going straight to the AP (it is the "single

parent” mote). Motes 2 and 5 are forwarding a fraction of their traffic through mote 3.

Analyzing the numbers:

Reliability: Arrived = 7217 = 257 + 249 + 6463 + 248, Lost = 0. The arrived/lost coun-
ters and reliability are kept real-time on the manager so will always be up-to-the-sec-
ond accurate.

Stability: Transmit = 14304 = 7217 (the packets that arrived) + 204 (the packets that
failed and needed to be retransmitted) + 6463 (the packets from mote 4 that needed
to be forwarded by 2, 3, & 5) + 50 (20% of mote 5's packets forwarded by mote 3) +
77 (30% of mote 2's packets forwarded by mote 3) + 293 (packets from mote 4 that
went to motes 2 and 5 and needed to be forwarded through mote 3). The stability
counters and average stability are calculated based on mote health reports so they
lag the reliability statistics by up to 15 minutes.

Set Netid & Set Commonjoinkey

Description

Set a new Network ID and common join key in the Manager. The change will take
effect upon the next system start (after reset or power cycle). This change is persis-
tent. Note that features that require a license will take two resets - once for the
license to take effect (and enable the settings change), and once for the setting to
take effect.

Syntax

set config <param>=<value>

Parameters
Parameter Description
B netid: network id
param L "
B commonjoinkey: common join key
value Value (refer to the configuration parameter table)
Example

set config netid=100
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4.2.8 exec exchNetld

Description

Exchange the Network ID. This command will change the Network ID of the manager
and all motes connected to the network. The new Network ID takes effect the next
time the network is restarted. Network IDs 0 and 65535 are reserved and should not
be used. This change is persistent.

Syntax

exec exchNetld <netld>

Parameters

Parameter Description

netld Integer between 1 and 65534
Example

|exec exchNetld 100

4.2.9 exec exchJoinKey

Description

Replace the join key for a specified mote. The message is sent to the mote and is
also changed in the ACL. This change is persistent.

Syntax

exec exchJoinKey <address> <joinKey>

Parameters

Parameter Description

address Mote ID or MAC address of mote to be changed
joinkey 16-byte join key

Example

‘exec exchJoinKey 00-17-0D-00-00-38-00-21 000102030405060708090A0BOCODOEOF

Note!  The joinkey showing on CLI is Hex code while in WebUlI, it is presented
-3  as ASCII code.
=]
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4.2.10 sm

Description
Show motes in the network

Syntax

‘sm [-v]

Parameters

Parameter Description

-V verbose

Example

>sm

MAC Moteld State Nbrs Links Joins Age StateTime
00-17-0D-00-00-38-07-13 1 Oper 2 25 1 0 0-00:45:39
00-17-0D-00-00-38-06-28 2 Oper 2 15 1 1 0-00:45:21
00-17-0D-00-00-38-04-2F 3 Oper 2 15 2 1 0-00:28:49
Number of motes (max 33): Total 3, Live 3, Joining 0

This command lists all the motes currently or previously in the network.

MAC: EUI-64 of the mote

MotelD: short address assigned to this mote by the manager. MotelD 1 is
always the AP.

State: Current state of each mote (Negot, Conn, Oper, Lost)

Nbrs: Number of neighbors with which this mote has active links.

Links: Total number of links, compressed and normal.

Joins: Shows how many times the mote has advanced to the Operational state.

Age: Seconds since the most recent packet was received by the manager from
this mote.

StateTime: Time (d-hh:mm:ss) since the mote was advanced to its current state.

When a mote is Operational, StateTime shows how long the mote has been in
the network.
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