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Key features

RF Modules

The XBee-PRO® 900 DigiMesh RF Module was engineered to support the unique needs of low-cost,
low-power wireless sensor networks. The modules require minimal power and provide reliable
delivery of data between remote devices.

The modules operate within the ISM 900 MHz frequency band.

Easily build networks up to 128 nodes using the XBee-PRO 900 DigiMesh RF Module. For larger
networks up to 1,000+ nodes, we offer RF optimization services to assist with proper network
configuration. Contact Digi Technical Support for more details.

Key features

High performance, low cost Low power
+ Indoor/urban: up to 450 ft (140 m)
+ Outdoor line-of-sight: up to 1.8 miles (3 km)
+  Transmit power output: 50 mW (+17 dBm) EIRP

TX Current: 210 mA (@3.3 V)
RX Current: 80 mA (@3.3

+ Asynchronous. sleep current: 48 pA (typical @3.3 V)

* Receiver sensitivity: -100 dBm Synchronous sleep current: 60 pA (typical @3.3V)

+ RF data rate: 156 kb/s
Advanced networking and security Easy to use

Retries and acknowledgments No configuration necessary for out-of box RF

Supports point-to-point, point-to-multipoint and communications

peer-to-peer topologies AT and APl Command Modes for configuring module
parameters

Small form factor
Extensive command set
Free XCTU software (testing and configuration software)

Worldwide acceptance

FCC Approval (USA) Refer to the Government Agency Certification webpage. Systems that
contain XBee-PRO 900 DigiMesh inherit Digi Certifications. FC

Industrial, Scientific and Medical (ISM) 900 frequency band.
Manufactured under 1SO 9001:2000 registered standards

XBee-PRO RF Modules are optimized for use in US and Canada. Refer to the Government Agency
Certification webpage for a complete list of agency approvals.
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Specifications

Specifications
Table 1: Specifications of the XBee-PRO 900 DigiMesh

Specification

XBee-PRO

Performance

Indoor / urban range

Outdoor RF line-of-sight range

Transmit power output
Interface data rate

RF data rate

Data throughput

Receiver sensitivity

Power Requirements

Supply voltage

Transmit current

Idle / receive current

Sleep current (asynchronous)

Sleep current (synchronous)

General

Operating frequency band

Dimensions

Operating temperature
Antenna options
Digital 10

ADC

Networking and security

up to 450 ft (140 m)

up to 1.8 miles (3 km)
up to 6 miles (10 km) w/high gain antenna

+17 dBm (50 mW)

Up to 230 kb/s software selectable
156.25 kb/s

Up to 87000 b/s

-100 dBm (1% packet error rate)

3.0to0 3.6 VDC
210mA(@3.3V)
80mA (@ 3.3V)

48 pA typical @ 3.3V
60 pA typical @ 3.3V

Standard variant: 902-928 MHz (ISM)
International variant: 916-928 MHz

0.960" x 1.297" (2.438 cm x 3.294 cm)

-40 to 85° C (industrial), 0 to 95% non-condensing

1/4 wave wire antenna, RPSMA RF connector, U.FI RF connector

13 1/0 lines

Six 10-bit analog inputs

Supported network topologies Mesh, Point-to-point, point-to-multipoint, peer-to-peer

Number of channels (software | Eight hopping patterns on 12 channels (standard variant), four hopping

selectable) patterns on five channels (international variant)
Addressing options PAN ID, Channel and 64-bit addresses

Encryption 128 bit AES
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Mechanical drawings of the XBee-PRO 900 DigiMesh RF Module

Table 1: Specifications of the XBee-PRO 900 DigiMesh

Specification

XBee-PRO

Agency approvals

United States (FCC Part 15.247)

MCQ-XBEEQ9P

Industry Canada (IC) 1846A-XBEEQ9P

Europe (CE) | N/A

RoHS Lead-free and RoHS compliant
Australia | C-tick

Mechanical drawings o

f the XBee-PRO 900 DigiMesh RF Module

Figure 1: Mechanical drawings of the XBee-PRO 900 DigiMesh RF Module RF Module (antenna options

not shown)
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Pin signals

Mounting considerations

The XBee-PRO RF Module (through-hole) was designed to mount into a receptacle (socket) and
therefore does not require any soldering when mounting it to a board. The Development Kits contain
RS-232 and USB interface boards which use two 20-pin receptacles to receive modules.

Figure 3: XBee-PRO 900 DigiMesh mounting to an RS-232 interface board.

The receptacles used on Digi development boards are manufactured by Century Interconnect.
Several other manufacturers provide comparable mounting solutions; however, Digi currently uses
the following receptacles:

+ Through-hole single-row receptacles - Samtec P/N: MMS-110-01-L-SV (or equivalent)
+ Surface-mount double-row receptacles - Century Interconnect P/N: CPRMSL20-D-0-1 (or equivalent)
+ Surface-mountsingle-row receptacles - Samtec P/N: SMM-110-02-SM-S

We also recommend printing an outline of the module on the board to indicate the orientation the
module should be mounted.

Pin signals

Table 2: Pin assignments for the XBee-PRO 900 DigiMesh. Low-asserted signals are distinguished with a
horizontal line above signal name.

Pin# | Name Direction Description

1 VCC - Power supply

2 DOUT Output UART Data Out

3 DIN / CONFIG Input UART Data In

4 DIO12 Either Digital /10 12

5 RESET Input / open | Module Reset (reset pulse must be at least 100 us.

drain output This must be driven as an open drain/collector. The

module will drive this line low when a reset occurs.
This line should never be driven high.)

6 PWMO / RSSI/ DIO10 Either PWM Output 0/ RX Signal Strength Indicator / Digital
10

7 PWM / DIO11 Either PWM Output 1/ Digital I/0 11

8 [reserved] - Do not connect

XBee-PRO 900 DigiMesh RF Module User Guide 11



Design notes

Table 2: Pin assignments for the XBee-PRO 900 DigiMesh. Low-asserted signals are distinguished with a

horizontal line above signal name.

Pin# | Name Direction Description

9 DTR/SLEEP_RQ/ DIOS8 Either Pin Sleep Control Line or Digital 10 8

10 GND - Ground

11 AD4 /DI04 Either Analog Input 4 or Digital 1/0 4

12 CTS /DIO7 Either Clear-to-Send Flow Control or Digital I/0 7

13 ON/SLEEP Output Module Status Indicator or Digital 1/0 9

14 VREF - This line must be connected if analog 10 sampling is
desired. Must be between 2.6 V and Vcc.

15 Associate / DIO5 / AD5 Either Associated Indicator, Digital I/0 5

16 RTS/DIO6 Either Request-to-Send Flow Control, Digital I/0 6

17 AD3/DIO3 Either Analog Input 3 or Digital I/0 3

18 AD2/DIO2 Either Analog Input 2 or Digital I/0 2

19 AD1 /DIO1 Either Analog Input 1 or Digital I/0 1

20 ADO/ DIO0 / Commissioning Button | Either Analog Input O, Digital 10 0, or Commissioning

Button

Design notes

The XBee modules do not specifically require any external circuitry or specific connections for proper
operation. However, there are some general design guidelines that are recommended for help in
troubleshooting and building a robust design.

Power supply design

Poor power supply can lead to poor radio performance especially if the supply voltage is not kept
within tolerance or is excessively noisy. To help reduce noise a 1.0 uF and 8.2pF capacitor are
recommended to be placed as near to pin1 on the PCB as possible. If using a switching regulator for
your power supply, switching frequencies above 500kHz are preferred. Power supply ripple should
be limited to a maximum 100mV peak to peak. To ensure proper power up, Vcc SLOPE must be
superior or equal to 6V/ms.

Recommended pin connections

The only required pin connections are VCC, GND, DOUT and DIN. To support serial firmware updates,
VCC, GND, DOUT, DIN, RTS, and DTR should be connected.

All unused pins should be left disconnected. All inputs on the radio can be pulled high with internal
pull-up resistors using the PR software command. No specific treatment is needed for unused
outputs.

Other pins may be connected to external circuitry for convenience of operation including the
Associate LED pin (pin 15) and the commissioning button pin (pin 20). The Associate LED pin will flash
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Electrical characteristics

differently depending on the state of the module, and a pushbutton attached to pin 20 can enable
various deployment and troubleshooting functions without having to send UART commands.

The combined source and sink capabilities of the module are limited to 120mA for all pins on the
module. Module pins 11 and 15 can source/sink a maximum of 2mA; pins 9, 6, and 13 can source/
sink a maximum of 16mA; and all other pins can source/sink a maximum of 8mA.

If analog sampling is desired the VRef pin (pin 14) should be attached to a voltage reference.

Board layout

XBee modules are designed to be self sufficient and have minimal sensitivity to nearby processors,
crystals or other PCB components. As with all PCB designs, Power and Ground traces should be
thicker than signal- traces and able to comfortably support the maximum current specifications. No
other special PCB design considerations are required for integrating XBee radios except in the
antenna section.

Antenna performance

Antenna location is an important consideration for optimal performance. In general, antennas
radiate and receive best perpendicular to the direction they point. Thus a vertical antenna's radiation
pattern is strongest across the horizon. Metal objects near the antenna may impede the radiation
pattern. Metal objects between the transmitter and receiver can block the radiation path or reduce
the transmission distance, so antennas should be positioned away from them when possible. Some
objects that are often overlooked are metal poles, metal studs or beams in structures, concrete (it is
usually reinforced with metal rods), vehicles, elevators, ventilation ducts, refrigerators, microwave
ovens, batteries, and tall electrolytic capacitors. If the XBee is to be placed inside a metal enclosure,
an external antenna should be used.

Electrical characteristics
Table 3: DC characteristics of the XBee-PRO (VCC =3.0-3.6VDQ).

Symbol | Parameter Condition Min Typical | Max Units
VIL Input low voltage All digital inputs - - 0.2vCC v

ViH Input high voltage All digital inputs 0.8 *VCC - - \Y
VoL Output low voltage loL=2mA, VCC>=3.0V - - 0.18 VCC | v
Vor Output high voltage | Igg=2 mA,VCC>=3.0V | 0.82 *VCC - - | \

N Input leakage current | V,y =VCC or GND, all inputs, per pin | - - 0.5 MA
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Electrical characteristics
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RF Module operation

Overview

Overview

The XBee module provides a serial interface to an RF link. The XBee module can convert serial data to
RF data that can be sent to any device in an RF network. In addition to RF data communication
devices, the XBee module provides a software interface for interacting with a variety of peripheral

functions, including 1/0 sampling, commissioning and management devices. The following diagram
illustrates the functionality of the XBee module.

Serial Interface

API Frame Parser

Transparent Data

AT Command Mode

Packetizer Parser
Sleep Manager Command Handler
I/0 Manager Loopback Handler
Packet
Router Node Discovery
Handler
Security

Mesh Networking Layer (Mesh products only)

Mac Layer

Baseband Layer

Serial Communications

The XBee /XBee-PRO ZNet 2.5s interface to a host device through a logic-level asynchronous serial
port. Through its serial port, the module can communicate with any logic and voltage compatible
UART; or through a level translator to any serial device; for example: Through a Digi proprietary RS-

232 or USB interface board.

XBee-PRO 900 DigiMesh RF Module User Guide
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Serial Communications

UART data flow

Devices that have a UART interface can connect directly to the pins of the RF module as shown in the
figure below.

CMOS Logic (3.0 - 3.6V) Y - Y CMOS Logic (3.0 - 3.6V)

DIN (data in! DIN (data in)
QL' XBee XBee LD .
Microcontroller | pouT (data outf Module Module | DouT (data oug | "/
RTS RTS

Figure 4: System data flow diagram in a UART-interfaced environment. Low-asserted signals are
distinguished with horizontal line over signal name.

Serial data

Data enters the module UART through the DIN (pin 3) as an asynchronous serial signal. The signal
should idle high when no data is being transmitted.

Each data byte consists of a start bit (low), 8 data bits (least significant bit first) and a stop bit (high).
The following figure illustrates the serial bit pattern of data passing through the module.

Least Significant Bit (first)
) T 4 1 1 1 0 0o o
Idle (high) .
\ UART Signal

Signal 0vDC

Voltage

Start Bit (low) Stop Bit (high)
Time

The module UART performs tasks, such as timing and parity checking, that are needed for data
communications. Serial communications depend on the two UARTSs to be configured with compatible
settings (baud rate, parity, start bits, stop bits, data bits).

Serial buffers

The XBee-PRO modules maintain buffers to collect received serial and RF data, which is illustrated in
the figure below. The serial receive buffer collects incoming serial characters and holds them until
they can be processed. The serial transmit buffer collects data that is received via the RF link that will
be transmitted out the UART.
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Serial flow control

Figure 5: Internal data flow diagram

DIN

CTs

GND

DOUT

RTS

Serial
Receiver RF TX Transmitter
Buf Buffer
uffer RF Switch
=
Processor ~® — {_)7< All:t’zl:tna
Serial Transmit RF RX + Receiver 0—‘
Buffer Buffer N
|  F

Serial receive buffer

When serial data enters the RF module through the DIN Pin (pin 3), the data is stored in the serial

receive buffer until it can be processed. Under certain conditions, the module may not be able to
process data in the serial receive buffer immediately. If large amounts of serial data are sent to the
module, CTS flow control may be required to avoid overflowing the serial receive buffer.

Cases in which the serial receive buffer may become full and possibly overflow:

1. If the module is receiving a continuous stream of RF data, the data in the serial receive buffer will
not be transmitted until the module is no longer receiving RF data.

2. If the module is transmitting an RF data packet, the module may need to discover the destination

address or establish a route to the destination. After transmitting the data, the module may need
to retransmit the data if an acknowledgment is not received, or if the transmission is a broadcast.
These issues could delay the processing of data in the serial receive buffer.

Serial transmit buffer

When RF data is received, the data is moved into the serial transmit buffer and sent out the UART. If
the serial transmit buffer becomes full enough such that all data in a received RF packet won't fit in
the serial transmit buffer, the entire RF data packet is dropped.

Cases in which the serial transmit buffer may become full resulting in dropped RF packets:

1. If the RF data rate is set higher than the interface data rate of the module, the module could
receive data faster than it can send the data to the host. Even occasional transmissions from a
large number of modules can quickly add up and overflow the transmit buffer.

2. Ifthe host does not allow the module to transmit data out from the serial transmit buffer because
of being held off by hardware flow control.

Serial flow control

The RTS and CTS module pins can be used to provide RTS and/or CTS flow control. CTS flow control
provides an indication to the host to stop sending serial data to the module. RTS flow control allows
the host to signal the module to not send data in the serial transmit buffer out the UART. RTS and CTS
flow control are enabled using the D6 and D7 commands.

XBee-PRO 900 DigiMesh RF Module User Guide 17



Serial interface protocols

CTS flow control

If CTS flow control is enabled (D7 command), when the serial receive buffer is filled with FT bytes, the
module de-asserts CTS (sets it high) to signal to the host device to stop sending serial data. CTS is re-
asserted when less than FT - 16 bytes are in the UART receive buffer.

RTS flow control

If RTS flow control is enabled (D6 command), data in the serial transmit buffer will not be sent out
the DOUT pin as long as RTS is de-asserted (set high). The host device should not de-assert RTS for
long periods of time to avoid filling the serial transmit buffer. If an RF data packet is received, and the
serial transmit buffer does not have enough space for all of the data bytes, the entire RF data packet
will be discarded.

Serial interface protocols

The XBee modules support both transparent and Application Programming Interface (API) serial
interfaces.

Transparent operation

When operating in transparent mode, the modules act as a serial line replacement. All UART data
received through the DIN pin is queued up for RF transmission. When RF data is received, the data is
sent out through the DOUT pin. The module configuration parameters are configured using the AT
command mode interface.

Data is buffered in the serial receive buffer until one of the following causes the data to be
packetized and transmitted:

+ No serial characters are received for the amount of time determined by the RO (Packetization
Timeout) parameter. If RO = 0, packetization begins when a character is received.

+ The Command Mode Sequence (GT + CC + GT) is received. Any character buffered in the serial
receive buffer before the sequence is transmitted.

+  The maximum number of characters that will fit in an RF packet is received.

APl operation

APl operation is an alternative to transparent operation. The frame-based API extends the level to
which a host application can interact with the networking capabilities of the module. When in API
mode, all data entering and leaving the module is contained in frames that define operations or
events within the module.

Transmit data frames (received through the DIN pin (pin 3)) include:
* RF Transmit Data Frame

+ Command Frame (equivalent to AT commands)

Receive data frames (sent out the DOUT pin (pin 2)) include:

* RF-received data frame

+ Command response

« Event notifications such as reset, sync status, and so forth
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Serial interface protocols

The API provides alternative means of configuring modules and routing data at the host application
layer. A host application can send data frames to the module that contain address and payload
information instead of using command mode to modify addresses. The module will send data frames
to the application containing status packets; as well as source, and payload information from
received data packets.

The API operation option facilitates many operations such as the examples cited below:
+ Transmitting data to multiple destinations without entering Command Mode

+ Receive success/failure status of each transmitted RF packet

+ ldentify the source address of each received packet

Comparing Transparent and APl Operation
The following table compares the advantages of transparent and APl modes of operation:
Transparent Operation Features

Simple Interface All received serial data is transmitted unless the module is in
command mode.

Easy to support It is easier for an application to support transparent operation and
command mode

API Operation Features

Easy to manage data Transmitting RF data to multiple remotes only requires changing the
transmissions to multiple address in the API frame. This process is much faster than in
destinations transparent operation where the application must enter AT

command mode, change the address, exit command mode, and
then transmit data.

Each API transmission can return a transmit status frame indicating
the success or reason for failure.

Received data frames All received RF data API frames indicate the source address.
indicate the sender's address

Advanced addressing API transmit and receive frames can expose addressing fields

support including source and destination endpoints, cluster ID and profile
ID.

Advanced networking API frames can provide indication of IO samples from remote

diagnostics devices, and node identification messages.

Remote Configuration Set/read configuration commands can be sent to remote devices to

configure them as needed using the API.

Generally, we recommend using API firmware when a device:

+ sends RF data to multiple destinations

« sends remote configuration commands to manage devices in the network
+ receives |0 samples from remote devices

+ receives RF data packets from multiple devices, and the application needs to know which device
sent which packet.
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Modes of operation

If the above conditions do not apply (i.e. a sensor node, router, or a simple application), then AT
firmware might be suitable. It is acceptable to use a mixture of devices running APl and AT firmware
in a network.

To implement API operations, refer to APl operation on page 67.

Modes of operation

Idle Mode

When not receiving or transmitting data, the RF module is in Idle Mode. During Idle Mode, the RF
module is also checking for valid RF data. The module shifts into the other modes of operation under
the following conditions:

« Transmit Mode (serial data in the serial receive buffer is ready to be packetized)
+ Receive Mode (valid RF data is received through the antenna)

+ Command Mode (Command Mode sequence is issued)

+ Sleep Mode (a device is configured for sleep)

Transmit Mode

When serial data is received and is ready for packetization, the RF module will exit Idle Mode and
attempt to transmit the data. The destination address determines which node(s) will receive the data.

For mesh firmware, if a route is not known, route discovery will take place for the purpose of
establishing a route to the destination node. If a module with a matching network address is not
discovered, the packet is discarded. The data will be transmitted once a route is established. Route
discovery will be attempted only once per packet.

Figure 6: Transmit Mode sequence

Successful

Transmission

Yes

Idle Mode Route Known? >——®» Transmit Data
j New Transmission

A i No A

Route

Discovery
v

Route
Discovered?

No

Data Discarded

XBee-PRO 900 DigiMesh RF Module User Guide 20



Modes of operation

When data is transmitted from one node to another, a network-level acknowledgment is transmitted
back across the established route to the source node. This acknowledgment packet indicates to the
source node that the data packet was received by the destination node. If a network
acknowledgment is not received, the source node will re-transmit the data.

See Data transmission and routing on page 48 for more information.

Receive Mode

If a valid RF packet is received, the data is transferred to the serial transmit buffer.

Command Mode

To modify or read RF Module parameters, the module must first enter into Command Mode - a statein
which incoming serial characters are interpreted as commands. Refer to the APl operation on page 67
for an alternate means of configuring modules.

AT Command Mode

Entering AT Command Mode

Send the 3-character command sequence “+++" and observe guard times before and after the
command characters. [Refer to the “Default AT Command Mode Sequence” below.]

Default AT Command Mode Sequence (for transition to Command Mode):
* No characters sent for one second [GT (Guard Times) parameter = 0x3E8]

« Inputthree plus characters (“+++") within one second [CC (Command Sequence Character)
parameter = 0x2B.]

* No characters sent for one second [GT (Guard Times) parameter = Ox3E8]

Once the AT command mode sequence has been issued, the module sends an “OK\r” out the DOUT
pin. The “OK\r” characters can be delayed if the module has not finished transmitting received serial
data.

When command mode has been entered, the command mode timer is started (CT command), and the
module is able to receive AT commands on the DIN pin.

All of the parameter values in the sequence can be modified to reflect user preferences.

Note Failure to enter AT Command Mode is most commonly due to baud rate mismatch. By default,
the BD (Baud Rate) parameter = 3 (9600 b/s).

Sending AT commands

Send AT commands and parameters using the syntax shown below.
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Figure 7: Syntax for sending AT commands

"AT" + ASCII Space + Parameter + Carriage
Prefix Command (Optional) (Optional, HEX) Return

| I_.L ﬁ |

Example: ATDL 1F<CR>

To read a parameter value stored in the RF module’s register, omit the parameter field.

The preceding example would change the RF module Destination Address (Low) to “Ox1F". To store
the new value to non-volatile (long term) memory, subsequently send the WR (Write) command.

For modified parameter values to persist in the module’s registry after a reset, changes must be
saved to non-volatile memory using the WR (Write) Command. Otherwise, parameters are restored to
previously saved values after the module is reset.

Command response

When a command is sent to the module, the module will parse and execute the command. Upon
successful execution of a command, the module returns an “OK” message. If execution ofa command
results in an error, the module returns an “ERROR"” message.

Applying command changes

Any changes made to the configuration command registers through AT commands will not take effect
until the changes are applied. For example, sending the BD command to change the baud rate will not
change the actual baud rate until changes are applied. Changes can be applied in one of the following
ways:

+ The AC (Apply Changes) command is issued.
+ AT command mode is exited.

Exiting AT Command Mode
1. Send the ATCN (Exit Command Mode) command (followed by a carriage return).
[OR]

2. If no valid AT Commands are received within the time specified by CT (Command Mode Timeout)
Command, the RF module automatically returns to Idle Mode.

For an example of programming the RF module using AT Commands and descriptions of each
configurable parameter, refer to Command Reference Tables on page 52.

Sleep Mode

Sleep modes allow the RF module to enter states of low power consumption when not in use. The
XBee /XBee-PRO ZNet 2.5s support both pin sleep (sleep mode entered on pin transition) and cyclic
sleep (module sleeps for a fixed time). The XBee DigiMesh modules support a network synchronized
sleep to conserve power. Sleep modes on page 37 discusses the sleep modes in detail.
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Note For applications that need to ensure the lowest possible sleep current, inputs should never be
left floating. Use internal or external pull-up or pull-down resistors, or set the unused /0O lines
to outputs. For minimum sleep current, you can leave the I/0 settings at default (disabled)
with the exception of D9. D9 is not disabled by default and must be disabled (D9=0) to ensure

minimum sleep current.
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Advanced application features

Remote configuration commands

A module in APl mode has provisions to send configuration commands to remote devices using the
Remote Command Request API frame; see AP| operation on page 67. This APl frame can be used to
send commands to a remote module to read or set command parameters.

Sending a remote command

To send a remote command, the Remote Command Request frame should be populated with the 64-
bit address of the remote device, the correct command options value, and the command and
parameter data (optional). If a command response is desired, the Frame ID should be set to a non-
zero value. Only unicasts of remote commands are supported. Remote commands cannot be
broadcast.

Applying changes on remote

When remote commands are used to change command parameter settings on a remote device,
parameter changes do not take effect until the changes are applied. For example, changing the BD
parameter will not change the actual serial interface rate on the remote until the changes are
applied. Changes can be applied using remote commands in one of three ways:

+ Set the apply changes option bit in the API frame
+ Issue an AC command to the remote device
+ Issue a WR + FR command to the remote device to save changes and reset the device.

Remote command responses

If the remote device receives a remote command request transmission, and the APl frame ID is non-
zero, the remote will send a remote command response transmission back to the device that sent the
remote command. When a remote command response transmission is received, a device sends a
remote command response API frame out its UART. The remote command response indicates the
status of the command (success, or reason for failure), and in the case of a command query, it will
include the register value.

The device that sends a remote command will not receive a remote command response frame if;
+ The destination device could not be reached
+ The frame ID in the remote command request is set to 0.

Network commissioning and diagnostics

Network commissioning is the process whereby devices in a network are discovered and configured
for operation. The XBee modules include several features to support device discovery and
configuration. In addition to configuring devices, a strategy must be developed to place devices to
ensure reliable routes.

To accommodate these requirements, the XBee modules include various features to aid in device
placement, configuration, and network diagnostics.
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Device configuration

XBee modules can be configured locally through serial commands (AT or API), or remotely through
remote APl commands. API devices can send configuration commands to set or read the
configuration settings of any device in the network.

Network link establishment and maintenance

Building aggregate routes

In many applications it is necessary for many or all of the nodes in the network to transmit data to a
central aggregator node. In a new DigiMesh network the overhead of these nodes discovering routes
to the aggregator node can be extensive and taxing on the network. To eliminate this overhead the
AG command can be used to automatically build routes to an aggregate node in a DigiMesh network.

To send a unicast, modules configured for transparent mode (AP=0) must set their DH/DL registers to
the MAC address of the node to which they need to transmit to. In networks of transparent mode
modules which transmit to an aggregator node it is necessary to set every module's DH/DL registers
to the MAC address of the aggregator node. This can be a tedious process.

Upon deploying a DigiMesh network the AG command can be issued on the desired aggregator node
to cause all nodes in the network to build routes to the aggregator node. The command can
optionally be used to automatically update the DH/DL registers to match the MAC address of the
aggregator node. The AG command requires a 64-bit parameter. The parameter indicates the current
value of the DH/DL registers on a module which should be replaced by the 64-bit address of the node
sending the AG broadcast. If it is not desirable to update the DH/DL of the module receiving the AG
broadcast then the invalid address of OxFFFE can be used. APl enabled modules will output an
Aggregator Update API frame if they update their DH/DL address (see the API section of this manual
for a description of the frame). All modules which receive an AG broadcast will update their routing
table information to build a route to the sending module, regardless of whether or not their DH/DL
address is updated. This routing information will be used for future transmissions of DigiMesh
unicasts.

Example 1: To update the DH/DL registers of all modules in the network to be equal to the MAC
address of an aggregator node with a MAC address of 0x0013a2004052c507 after network
deployment the following technique could be employed:

+ Deploy all modules in the network with the default DH/DL of OxFFFF.
+ Issue an ATAGFFFF command on the aggregator node.

Following the preceding sequence would result in all of the nodes in the network which received the
AG broadcast to have a DH of 0x0013a200 and a DL of 0x4052c507. These nodes would have
automatically built a route to the aggregator.

Example 2: To cause all nodes in the network to build routes to an aggregator node with a MAC
address of 0x0013a2004052c507 without affecting the DH/DL of any nodes in the network the
ATAGFFFE command should be issued on the aggregator node. This will cause an AG broadcast to be
sent to all nodes in the network. All of the nodes will update their internal routing table information
to contain a route to the aggregator node. None of the nodes will update their DH/DL registers
(because none of the registers are set to an address of OXFFFE).
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Node replacement

The AG command can also be used to update the routing table and DH/DL registers in the network
after a module is replaced. The DH/DL registers of nodes in the network can also be updated. To
update only the routing table information without affecting the DH/DL registers then the process of
Example 2 above can be used. To update the DH/DL registers of the network then the method of
Example 3 below can be used.

Example 3: The module with serial number 0x0013a2004052c507 was being used as a network
aggregator. It was replaced with a module with serial number 0x0013a200f5e4d3b2. The
AG0013a2004052c507 command should be issued on the new module. This will cause all modules
which had a DH/DL register setting of 0x0013a2004052¢507 to update their DH/DL register setting to
the MAC address of the sending module (0x0013a200f5e4d3b2).

Device placement

For a network installation to be successful, the installer must be able to determine where to place
individual XBee devices to establish reliable links throughout the network.

Link testing

A good way to measure the performance of a network is to send unicast data through the network
from one device to another to determine the success rate of many transmissions. To simplify link
testing, the modules support a loopback cluster ID (0x12) on the data endpoint (OxE8). Any data sent
to this cluster ID on the data endpoint will be transmitted back to the sender.

The configuration steps to send data to the loopback cluster ID depend on the AP setting:
AT Configuration (AP=0)

To send data to the loopback cluster ID on the data endpoint of a remote device, set the Cl command
value to 0x12. The SE and DE commands should be set to 0xE8 (default value). The DH and DL
commands should be set to the 64-bit address of the remote. After exiting command mode, any
received serial characters will be transmitted to the remote device, and returned to the sender.

API Configuration (AP=1 or AP=2)

Send an Explicit Addressing Command API frame (0x11) using 0x12 as the cluster ID, 0xC105 as the
profile ID and OxE8 as the source and destination endpoint. Data packets received by the remote will
be echoed back to the sender.

RSSI indicators

It is possible to measure the received signal strength on a device using the DB command. DB returns
the RSSI value (measured in -dBm) of the last received packet. The dB value only indicates the
received signal strength of the last hop. If a transmission spans multiple hops, the dB value provides
no indication of the overall transmission path, or the quality of the worst link - it only indicates the
quality of the last link and should be used sparingly.

The DB value can be determined in hardware using the RSSI/PWM module pin (pin 6). If the RSSI PWM
functionality is enabled (PO command), when the module receives data, the RSSI PWM is set to a
value based on the RSSI of the received packet. Again, this value only indicates the quality of the last
hop. This pin could potentially be connected to an LED to indicate if the link is stable or not.
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Note XBee-PRO 900 modules only report RSSI values near the sensitivity level of the radio.

Network discovery

The network discovery command can be used to discover all Digi modules that have joined a
network. Issuing the ND command sends a broadcast network discovery command throughout the
network. All devices that receive the command will send a response that includes the device's
addressing information, node identifier string (see NI command), and other relevant information.
This command is useful for generating a list of all module addresses in a network.

When a device receives the network discovery command, it waits a random time before sending its
own response. The maximum time delay is set on the ND sender with the NT command. The ND
originator includes its NT setting in the transmission to provide a delay window for all devices in the
network. Large networks may need to increase NT to improve network discovery reliability.

The default NT value is 0x82 (13 seconds).

Neighbor polling

The neighbor poll command can be used to discover the modules which are immediate neighbors
(within RF range) of a particular node. This command is useful in determining network topology and
determining possible routes. The command is issued using the FN command. The FN command can
be initiated locally on a node using AT command mode or by using a local AT command request
frame. The command can also be initiated remotely by sending the target node an FN command
using a remote AT command request API frame.

A node which executes an FN command will send a broadcast to all of its immediate neighbors. All
radios which receive this broadcast will send an RF packet to the node that initiated the FN command.
In the case where the command is initiated remotely this means that the responses are sent directly
to the node which sent the FN command to the target node. The response packet is output on the
initiating radio in the same format as a network discovery frame.

Link reliability
For a mesh network installation to be successful, the installer must be able to determine where to
place individual XBee devices to establish reliable links throughout the mesh network.

Network link testing

A good way to measure the performance of a mesh network is to send unicast data through the
network from one device to another to determine the success rate of many transmissions. To simplify
link testing, the modules support a loopback cluster ID (0x12) on the data endpoint (OXE8). Any data
sent to this cluster ID on the data endpoint will be transmitted back to the sender. This is shown in
the figure below:
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2 The remote device
receives data on the
loopback cluster ID and
data endpoint.

Mesh Network

1 Transmit data to the
loopback cluster ID
(0x12) and data
endpoint (OxE8) on a

remote device.

Source Device Remote Device

-

4 Source receives
loopback transmission
and sends received data
packet out the UART.

3 Remote transmits the
received packet back to
the sender.

Demonstration of how the loopback cluster ID and data endpoint can be used to
measure the link quality in a mesh network.

The configuration steps to send data to the loopback cluster ID depend on the AP setting:
AT Configuration (AP=0)

To send data to the loopback cluster ID on the data endpoint of a remote device, set the Cl command
value to 0x12. The SE and DE commands should be set to OXE8 (default value). The DH and DL
commands should be set to the address of the remote. After exiting command mode, any received
serial characters will be transmitted to the remote device, and returned to the sender.

API Configuration (AP=1 or AP=2)

Send an Explicit TX Request API frame (0x11) using 0x12 as the cluster ID and OxE8 as the source and
destination endpoint. Data packets received by the remote will be echoed back to the sender.

Link testing between adjacent devices

It is often advantageous to test the quality of a link between two adjacent nodes in a network. The
Test Link Request Cluster ID can be used to send a number of test packets between any two nodes in
a network.

A link test can be initiated using an Explicit TX Request frame. The command frame should be
addressed to the Test Link Request Cluster ID (0x0014) on destination endpoint OXE6 on the radio
which should execute the test link. The Explicit TX Request frame should contain a 12 byte payload
with the following format:

Number of Bytes | Field Name Description
8 Destination address | The address with which the radio should test its link
5 Payload size The size of the test packet. The maximum payload size the radio can

support can be queried with the NP command.

) Iterations The number of packets which should be sent. This should be a
number between 1 and 4000.

After completing the transmissions of the test link packets the executing radio will send the following
data packet to the requesting radio's Test Link Result Cluster (0x0094) on endpoint (OXE6). If the
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requesting radio is configured to operate in APl mode then the following information will be output
as an Explicit RX Indicator API Frame:

Number of Bytes | Field Name Description
8 Destination address | The address with which the radio tested its link.
2 Payload size The size of the test packet that was sent to test the link.
2 Iterations The number of packets which were sent.
2 Success The number of packets successfully acknowledged.
2 Retries The total number of MAC retries used to transfer all the packets.
1 Result 0x00 - command was successful.
0x03 - invalid parameter used.
1 RR The maximum number of MAC retries allowed.
1 maxRSSI The strongest RSSI reading observed during the test.
1 minRSSI The weakest RSSI reading observed during the test.
1 avgRSSI The average RSSI reading observed during the test.
Example:

Suppose that the link between radio A (SH/SL = 0x0013a20040521234) and radio B (SH/
SL=0x0013a2004052abcd) is to be tested by transmitting 1000 40 byte packets. The following API
packet should be sent to the serial interface of the radio on which the results should be out- put,
radio C. Note that radio C can be the same radio as radio A or B (whitespace used to delineate fields,
bold text is the payload portion of the packet):

7E 0020 11 01 0013A20040521234 FFFE E6 E6 0014 C105 00 00 0013A2004052ABCD 0028 03ES8 EB
And the following is a possible packet that could be returned:

7E 0027 91 0013A20040521234 FFFE E6 E6 0094 C105 00 0013A2004052ABCD 0028 03E8 03E7 0064
00 0A 50 53 52 9F

(999 out of 1000 packets successful, 100 retries used, RR = 10, maxRSSI = -80 dBm, minRSSI =
-83 dBm, avgRSSI = -82 dBm)

If the result field is not equal to zero then an error has occurred. The other fields in the packet should
be ignored. If the Success field is equal to zero then the RSSI fields should be ignored.

Trace routing

In many applications it is useful to determine the route which a DigiMesh unicast takes to its
destination. This information is especially useful when setting up a network or diagnosing problems
within a network. The Trace Route API option of Tx Request Packets (see the API section of this
manual for a description of the API frames) causes routing information packets to be transmitted to
the originator of a DigiMesh unicast by the intermediate nodes.

When a unicast is sent with the Trace Route API option enabled, the unicast is sent to its destination
radios which forward the unicast to its eventual destination will transmit a Route Information (RI)
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packet back along the route to the unicast originator. A full description of Route Information API
packets can be found in the API section of this manual. In general they contain addressing
information for the unicast and the intermediate hop for which the trace route packet was generated,
RSSlinformation, and other link quality information.

Example:

Suppose that a data packet with trace route enabled was successfully unicast from radio A to radio E,
through radios B, C, and D. The following sequence would occur:

+ After the successful MAC transmission of the data packet from A to B, A would output a Rl Packet
indicating that the transmission of the data packet from A to E was successfully for- warded one
hop from A to B.

+ After the successful MAC transmission of the data packet from B to C, B would transmit a Rl Packet
to A. A would output this Rl packet out its serial interface upon reception.

+ After the successful MAC transmission of the data packet from C to D, C would transmit a Rl Packet
to A (through B). A would output this Rl packet out its serial interface upon reception.

+ After the successful MAC transmission of the data packet from D to E, D would transmit a Rl Packet
to A (through C and B). A would output this Rl packet out its serial interface upon reception.

It is important to note that Route Information packets are not guaranteed to arrive in the same order
as the unicast packet took. It is also possible for the t